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● What the Italian identity providers have to do



What the Italian eIDAS Node is



A bridge between SPID/CIE and eIDAS



A bridge between SPID/CIE and eIDAS

● Italian citizen can access EU online services
○ Sistema Pubblico di Identità Digitale (SPID)

○ Carta di Identità Elettronica (CIE)

● EU citizen can access Italian online services
○ notified national eID scheme

○ https://bit.ly/3pudX9l (list of notified eID schemes)

https://bit.ly/3pudX9l


Italian citizen 
accessing Swedish 
service



Italian citizen accessing Swedish service

Init login



Italian citizen accessing Swedish service

Choose the 
eIDAS login



Italian citizen accessing Swedish service

Select my 
country



Italian citizen accessing Swedish service

Authorise the 
request



Italian citizen accessing Swedish service

Use my 
national eID



Italian citizen accessing Swedish service

Confirm the 
submission



Italian citizen accessing Swedish service

Hey! I’m 
logged in! Hey! I’m 

logged in!



Belgian citizen 
accessing Italian 
service



Belgian citizen accessing Italian service

Choose the 
eIDAS login



Belgian citizen accessing Italian service

Select my 
country



Belgian citizen accessing Italian service

Use my 
national eID



Belgian citizen accessing Italian service

Confirm the 
submission



eIDAS Node architecture
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Full service providers list available at 

https://eid.gov.it/servizi



FICEP - First Italian Crossborder eIDAS Proxy

● Agenzia per l’Italia Digitale

● Politecnico di Torino

● InfoCert

● TelecomItalia



What a service provider have to know



eIDAS attributes

● Mandatory
○ Must be always requested
○ Always supplied by Member States

● Optional
○ Requesting is optional
○ Can be answered with an empty/null value

● Related to
○ Natural person
○ Legal person

theory



Natural Person

Mandatory

● FamilyName
● FirstName
● DateOfBirth
● PersonIdentifier

Optional

● BirthName
● PlaceOfBirth
● CurrentAddress
● Gender

theory



Natural Person in SPID

Mandatory

● FamilyName (familyName)
● FirstName (name)
● DateOfBirth (dateOfBirth)
● PersonIdentifier (spidCode)

Optional

● BirthName
● PlaceOfBirth (placeOfBirth)
● CurrentAddress (address)
● Gender (gender)

theory



Legal Person

Mandatory

● LegalName
● LegalPersonIdentifier

Optional

● LegalAddress
● VATRegistration
● TaxReference
● BusinessCode
● LEI
● EORI
● SEED
● SIC

theory



Legal Person in SPID

Mandatory

● LegalName (companyName)
● LegalPersonIdentifier (spidCode)

Optional

● LegalAddress (registeredOffice)
● VATRegistration (ivaCode)
● TaxReference
● BusinessCode
● LEI
● EORI
● SEED
● SIC

theory



PersonIdentifier format

● Three fields separated by “/”
○ Citizen country code (ISO 3166-1 alpha-2)

○ Service provider country code (ISO 3166-1 alpha-2)

○ Alphanumeric string

SE/IT/198611062384

BE/IT/1Ydnvv8thVHtXFmzOWTmcWhWjuojyLipJtc2Cu7

theory



spidCode format

● Two fields without separator
○ identity provider identifier (4 chars)
○ credential identifier (10 digits)

● When it comes from eIDAS login
○ PersonIdentifier format

theory

AIDP0001007562

SE/IT/198611062384



What a service provider have to do



Just another SPID identity provider

SPID

eIDAS
Node

SPID 
IdP

Action 1 

● Load SAML metadata

● Trust some X509 certificates

● Implement some UX directives

screenshot from https://servizi.lavoro.gov.it



eIDAS specific AttributeConsumingService

MANDATORY

Action 2



eIDAS specific AttributeConsumingService

OPTIONAL

Action 2



eIDAS specific AttributeConsumingService

OPTIONAL

Action 2

Must include 
the mandatory 

attributes



eIDAS specific AttributeConsumingService

OPTIONAL

Action 2

Can include only 
attributes with a 

SPID/eIDAS 
mapping



Compare LoA as eIDAS likes

● Request the “minimum“ comparison for LoA

Action 3



Be ready to manage eIDAS responses

● Able to manage all the EU charsets
○ ISO-8859-2 (eastern Europe)
○ ISO-8859-7 (greek alphabet)

● Able to manage “both” the spidCode formats
○ SPID format (AIDP0001007562)
○ eIDAS format (SE/IT/198611062384)

● Able to manage empty/null responses for optional attributes
○ Attribute with empty/null value
○ Attribute not included in the response

Action 4



Be ready to manage eIDAS responses

● Able to manage multiple “spidCode” for the same user
○ If the Member State notified more than one eID scheme

○ FYI, an Italian citizen can be recognised with ten different “unique” personIdentifier

■ Nine (9) SPID identity providers

■ Carta d'Identità Elettronica

Action 4



What about Codice Fiscale?

● eIDAS can’t manage it

● If really needed, it’s in charge of the service provider

● Valid for any other attribute not managed by eIDAS



Obtaining Codice Fiscale (proposal 1)

● During the first login…
○ Make an eIDAS authentication

○ Obtain Codice Fiscale in the form of self-declaration

○ If needed, verify Codice Fiscale in the back-office

● During the following logins…
○ Make the eIDAS authentication

○ Codice Fiscale already present in the user profile



Obtaining Codice Fiscale (proposal 2)

● During the first login…
○ Make an eIDAS authentication

○ Assign a “fake” Codice Fiscale (e.g. generated from eIDAS attributes)

● During following logins…
○ Make the eIDAS authentication

○ Codice Fiscale already present in the user profile



If you need further help

● https://helpdesk.eid.gov.it

● https://eid.gov.it



What an identity provider have to do



Just another SPID service provider

SPID

eIDAS
Node

SPID 
SP

● Load a SAML metadata

● Trust some X509 certificates

action



Thanks for your 
attention! Any 
question?


