AG I D The Agency for
Digital Italy

The Italian elDAS Node

Paolo Smiraglia

IDEM DAY 2021
Feb 26, 2021

@ AGIDogaiay ™



Paolo Smiraglia

e \Was cyber security researcher @ PoliTO E ._-? E

e (urrently IT consultant @ AgID

e paolo.smiraglia@gmail.com
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e \What the Italian service providers
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o Havetodo

e \What the Italian identity providers have to do
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What the Italian eIDAS Node is
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A bridge between SPID/CIE and elDAS
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A bridge between SPID/CIE and elDAS

e |talian citizen can access EU online services

o Sistema Pubblico di Identita Digitale (SPID)
o (artadildentita Elettronica (CIE)

e FEU citizen can access Italian online services

o notified national elD scheme

o https:/bit.ly/3pudX9l (list of notified elD schemes)

@ AGID/szaran™


https://bit.ly/3pudX9l

Italian citizen { '
accessing Swedish 1
service
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Italian citizen accessing Swedish service 4

'; Teckensprak @ Other languages \ Kontakta oss = Loggain

(
) Skatteverket
Q

Privat Foretag APl:er och 6ppna data Om oss

Deklaration Skatter Folkbokféring Fastigheter och bostad E-tjanster och blanketter

Fa deklarationen tidigare

Skaffa digital brevlada senast den 25 februari. Da far du
inkomstdeklarationen digitalt i boérjan av mars. 'S —_—

Deklaration >

Med anledning av corona Bostadsuppskov Anmal ny adress
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Italian citizen accessing Swedish service

Skatteverket

Valj inloggning

BankIiD
. 0o
Logga in pa Skatteverket
! ) ) Mobilt BankID
Skatteverket anvander CGl som leverantor av saker
inloggning.
Freja elD+

Choose the

elDAS login

AB Svenska Pass

Foreign elD

w
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Italian citizen accessing Swedish service N 4

éﬁ Skatteverket

valj elD-land Select my
country

med ett elD fran ett annat land.

Skatteverket har begart legitimering av din id
.

Belgien Estland Italien Kroatien Lettland
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Italian citizen accessing Swedish service
SWEDISH EIDAS

SWEDISH EIDAS
CONNECTOR CONNECTOR
WITH LEVEL OF ASSURANCE substantial | WITH LEVEL OF ASSURANCE substantial [
IS REQUESTING THE IS REQUESTING THE
FOLLOWING ATTRIBUTES FOLLOWING ATTRIBUTES
stepl |3 sep 2 ia

YOUR ADDITIONAL INFORMATION

YOUR BASIC INFORMATION
NATURAL PERSON

~" Uniqueness |dentifier g} ‘ ;
| sk | wexr

+" Date of Birth
~" Family Name p
Authorise the F
request

If you don't provide information you may be denied.

~" First Name
>4

The Agency for
0
X AG I D Digital Italy




Italian citizen accessing Swedish service

Entra con SPID

SPID & il Sistema Pubblico di Identita Digitale italiano. Se sei gia in possesso di una identita SPID
accedi con le credenziali del tuo gestore. Per maggiori informazioni su SPID consulta il sito

www.spid.gov.it.

Use my
0 Entra con SPID national elD

Entra con CIE

La Carta di Identita Elettronica consente 'accesso ai servizi digitali della PA italiana e dei paesi
membri aderenti al regolamento elDAS. Per maggiori informazioni consulta il sito del Ministero

dell'interno.

c.‘f} Entra con CIE
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Italian citizen accessing Swedish service ‘ '

SWEDISH EIDAS
CONNECTOR

WITH LEVEL OF ASSURANCE substantial

IS REQUESTING THE
FOLLOWING ATTRIBUTES

Step3|3

YOUR RESUME
NATURAL PERSON

First Name

M Conflr_m jche
Earmity Tame submission
Smiraglia

Date of Birth

Uniqueness Identifier

@ AGID/szaran™



Italian citizen accessing Swedish service 4

Paolo Smiraglia = Log out

-~ . .
SN Mina sidor ,
Skatteverket Hey' | m

. Iy
logged in! Hey! | m
nglish Svenska |Ogged in!
v b
Welcome, Paolo Smiraglia E-services you can use
You are logged in at the swedish Tax Mipl Onesiop Shop 2
Agency Moving to Sweden >
The Swedish Tax Agency manages civil registration of private
individuals and collects taxes. Retrieve company Information >
Rot and rut >
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Belgian citizen accessing Italian service

/ <% Ministero del Lavoro e delle Politiche Sociali

B

C].].C ANV OY O Cittadini v Aziende ¥ Operatori ¥ Norme e Contratti ~ Bandi e Concorsi ¥ Infografiche CliComunica ¥ -
Servizi ) Login
Choose the
elDAS login
Accesso con SPID Accesso con CIE Accesso con elDAS Accesso Cittadino Estero Accesso PA
no elDAS
9 SPID C,*S) Entra con CIE : Login with elDAS @ Utenti Esteri @ UtentiPA
Maggiori informazioni su SPID Maggiori informazioni su CIE Maggiori informazioni su elDAS Recupera la tua password Per maggiori informazioni visita
Non hai SPID? Guida all'accreditamento I'URP Online
English Guide
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Belgian citizen accessing Italian service

Select your country

In order to continue your authentication, please select your nationality and entirely read
privacy policy

of) O O O ON O OF OB
O OB

Select my
country

In the event that you do not accept the changes that have been made, at any time you
can cancel your registration on the Website or modify and/or withdraw your previously
given consents by writing to the contacts as mentioned above.
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Belgian citizen accessing Italian service

[ csam Aanmelden bij de online overheid

Kies uw digitale sleutel om aan te melden Hulp nodig?

Digitale sleutel(s) met elD of digitale identiteit

(7} 2]
AANMELDEN AANMELDEN -
4 met elD kaartlezer via itsme

Je itsme-account aanmaken

Belangrijkiom teweten! U Se m Aanmelden via CSAM bij de 'onlinediensten
Zodra u aangemeld bent met een digitale sleutel, hel y van de overheid
onlinediensten van de overheid die met dezelfde sle: . lenster

actefs national elD @ @ >’?D

[csam
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Belgian citizen accessing Italian service ‘ '

WITH LEVEL OSFPA_SEI}:ANCE high @
IS REQUESTING THE FOLLOWING
ATTRIBUTES
Step 3 |3
USE YOUR NATIONAL i

e I D TO Acc E S s Uniqueness Identifier

BE/IT/NyJeCxsRdh
ONLINE SERVICES First Name

Glenn
Family Name Conﬁrm the

submission

Date of Birth

CANCEL SUBMIT

AG I D The Agency for
b Digital Italy



elDAS Node architecture

3
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Q) vsmmosanore AN /£ PPA

ey
provinciadisalerno

cOMUA, 5
¢ % Regione
Lombardia
O/IOV“&

MINISTERO DELLISTRUZIONE,
DELLPUNIVERSITA E DELLA RICERCA

Full service providers list available at
https:/eid.gov.it/servizi

©

SPID
IdP

QAGID

elDAS
Node

e

¥
L

SPID
SP
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FICEP - First Italian Crossborder elDAS Proxy

e Agenzia per |'ltalia Digitale
e Politecnico di Torino
e [nfoCert

e Telecomltalia
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What a service provider have to know
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elDAS attributes

e Mandatory
o Must be always requested
o Always supplied by Member States
e Optional
o Requesting is optional
o (an be answered with an empty/null value

e Relatedto

o Natural person

o Legal person
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Natural Person

Mandatory Optional
e FamilyName e BirthName
e FirstName e PlaceOfBirth
e DateOfBirth e (urrentAddress
e Personldentifier e (Gender
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Natural Person in SPID

Mandatory Optional

e FamilyName (familyName)

e FirstName (name) e PlaceOfBirth (placeOfBirth)
e DateOfBirth (dateOfBirth) e (urrentAddress (address)
e Personldentifier (spidCode) e Gender (gender)
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Legal Person

Mandatory

e legalName
e |egalPersonldentifier

QAGID

Optional

LegalAddress
VATRegistration
TaxReference
BusinessCode
LE|

EORI

SEED

SIC

The Agency for
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Legal Person in SPID

Mandatory Optional
e LegalName (companyName) e LegalAddress (registeredOffice)
e LegalPersonldentifier (spidCode) o VATRegistration (ivaCode)
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Personldentifier format

e Three fields separated by “/”

o Citizen country code (ISO 3166-1 alpha-2)
o  Service provider country code (ISO 3166-1 alpha-2)

o Alphanumeric string

SE/IT/198611062384

BE/IT/1Ydnvv8thVHtXFmzOWTmcWhWjuojyLipJtc2Cu?

QAGID ey
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spidCode format

e Two fields without separator

o identity provider identifier (4 chars) I:> AIDP0001007562

o credential identifier (10 digits)

e When it comes from elDAS login

o Personldentifier format :> SE/IT/198611062384
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What a service provider have to do
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Just another SPID identity provider

e |oad SAML metadata

e Trust some X509 certificates

e |mplement some UX directives m
impresainungiorno.gov.it

Regione
Lombardia

Accesso con SPID Accesso con CIE Accesso con elDAS
co : u~6 .
< ntra con ‘e é

Login with elDAS

o/lOV"—‘&

€3 0000

MINISTERO DELLISTRUZIONE,
DELLPUNIVERSITA E DELLA RICERCA

ri informazioni su elDAS
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elDAS specific AttributeConsumingService

17 lines (17 sloc) 832 Bytes Raw Blame V4 fj

<md:AttributeConsumingService index="99">

| <md:RequestedAttribute Name="dateOfBirth"/> I
:<md:RequestedAttribute Name="familyName" /> I
<md:RequestedAttribute Name="name"/> !
:<md:RequestedAttribute Name="spidCode"/> IVIANI:)A“I-OI:QY:
</m&TAE£?i3u?éEbEéJh£B§§é?JIéZ> ________________
<md:AttributeConsumingService index="100">
<md:ServiceName xml:lang="it">eIDAS Natural Person Full Attribute Set</md:ServiceName>
<md:RequestedAttribute Name="address"/>
<md:RequestedAttribute Name="dateOfBirth"/>
<md:RequestedAttribute Name="familyName"/>
<md:RequestedAttribute Name="gender"/>
<md:RequestedAttribute Name="name"/>
<md:RequestedAttribute Name="placeOfBirth"/>

<md:RequestedAttribute Name="spidCode"/>

</md:AttributeConsumingService>
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elDAS specific AttributeConsumingService

17 lines (17 sloc) 832 Bytes Raw Blame V4 fj

<md:AttributeConsumingService index="99">
<md:ServiceName xml:lang="it">eIDAS Natural Person Minimum Attribute Set</md:ServiceName>
<md:RequestedAttribute Name="dateOfBirth"/>
<md:RequestedAttribute Name="familyName"/>
<md:RequestedAttribute Name="name"/>
<md:RequestedAttribute Name="spidCode"/>
</md:AttributeConsumingService>
<md:AttributeConsumingService index="100">
_<m_d :_Se_rv_icENims )Lml_: Eﬂg:_"i_t":eEDéS_Na_tu_r:tl _Pe_rsi)n_Fﬂli I-ltt_ri_bu_te_set</md:ServiceName>
l <md:RequestedAttribute Name="address"/>
<md:RequestedAttribute Name="dateOfBirth"/>
| <md:RequestedAttribute Name="familyName"/>

<md:RequestedAttribute Name="name"/>
| <md:RequestedAttribute Name="placeOfBirth"/>

OPTIONAL

1
I
1
1
I<md:RequestedAttribute Name="gender"/> I
I
1
1
1

I <md:RequestedAttribute Name="spidCode"/>
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elDAS specific AttributeConsumingService

17 lines (17 sloc) 832 Bytes Raw Blame V4 G'

<md:AttributeConsumingService index="99">
<md:ServiceName xml:lang="it">eIDAS Natural Person Minimum Attribute Set</md:ServiceName>
<md:RequestedAttribute Name="dateOfBirth"/>
<md:RequestedAttribute Name="familyName"/>
<md:RequestedAttribute Name="name"/>
<md:RequestedAttribute Name="spidCode"/>
</md:AttributeConsumingService>
<md:AttributeConsumingService index="100">
_<m_d :_Se_rv_icENims )Lml_: Evlrg:_"i_t":eEDés_Na_tu_r;E _Pe_rsi)n_Fﬂli l-ltt_ri_bu_te_set</md:ServiceName>
l <md:RequestedAttribute Name="address"/> 1
<md:RequestedAttribute Name:"dateofBirth"/>— !
| <md:RequestedAttribute Name="familyName"/> : Must include
I <md:RequestedAttribute Name="gender"/> 1 the mandator\/
1
1
|
|

<md:RequestedAttribute Name="name"/> — attributes
| <md:RequestedAttribute Name="placeOfBirth"/>

I <md:RequestedAttribute Name="spidCode"/> — OPTIONAL
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elDAS specific AttributeConsumingService

17 lines (17 sloc) 832 Bytes Raw Blame V4 G'

<md:AttributeConsumingService index="99">
<md:ServiceName xml:lang="it">eIDAS Natural Person Minimum Attribute Set</md:ServiceName>
<md:RequestedAttribute Name="dateOfBirth"/>
<md:RequestedAttribute Name="familyName"/>
<md:RequestedAttribute Name="name"/>
<md:RequestedAttribute Name="spidCode"/>
</md:AttributeConsumingService>
<md:AttributeConsumingService index="100">
_<m_d :_Se_rv_icENims )Lml_: Evlrg:_"i_t":eEDés_Na_tu_r;E _Pe_rsi)n_Fﬂli l-ltt_ri_bu_te_set</md:ServiceName>
I <md:RequestedAttribute Name="address"/> <

<md:RequestedAttribute Name="dateOfBirth"/> Can include only

attributes with a
SPID/elDAS

mapping

|

1

1

| <md:RequestedAttribute Name="familyName"/> I
I <md:RequestedAttribute Name:"gender"/>_ 1
<md:RequestedAttribute Name="name"/> 1
. : 1

| <md:RequestedAttribute Name="placeOfBirth"/> I
|

| OPTIONAL

I <md:RequestedAttribute Name="spidCode"/>
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Compare LoA as elDAS likes m

e Request the "minimum” comparison for LoA

[©*] RequestedAuthnContext . xml Raw

<saml2p:RequestedAuthnContext Comparison="minimum">
<saml2:AuthnContextClassRef>https://www.spid.gov.it/SpidL2</saml2:AuthnContextClassRef>
</saml2p:RequestedAuthnContext>
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Be ready to manage elDAS responses

e Able to manage all the EU charsets

o 1S0-8859-2 (eastern Europe)
o 1S0-8859-7 (greek alphabet)

e Able to manage “both” the spidCode formats

o SPID format (AIDPO001007562)
o elDAS format (SE/IT/198611062384)

e Able to manage empty/null responses for optional attributes

o Attribute with empty/null value

o Attribute not included in the response

The Agency for
0
X AG I D Digital Italy



Be ready to manage elDAS responses

e Able to manage multiple “spidCode” for the same user
o If the Member State notified more than one elD scheme
o FYI, an Italian citizen can be recognised with ten different “unique” personldentifier
m Nine (9) SPID identity providers

m Cartad'ldentita Elettronica
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What about Codice Fiscale?

e ¢|DAS can't manage it
e |If really needed, it's in charge of the service provider

e \/alid for any other attribute not managed by elDAS
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Obtaining Codice Fiscale (proposal 1)

e During the first login...

o Make an elDAS authentication
o Obtain Codice Fiscale in the form of self-declaration
o If needed, verify Codice Fiscale in the back-office

e During the following logins...

o Make the elDAS authentication

o Codice Fiscale already present in the user profile
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Obtaining Codice Fiscale (proposal 2)

e During the first login...

o Make an elDAS authentication

o Assign a “fake” Codice Fiscale (e.g. generated from elDAS attributes)
e During following logins...

o Make the elDAS authentication

o Codice Fiscale already present in the user profile
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If you need further help

e https:/helpdesk.eid.gov.it
e https:/eid.gov.it

Q AGID| eyt



What an identity provider have to do
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Just another SPID service provider

e |oadaSAML metadata

@Namirial2D 3 SIELTEid
NUCOVO

e Trust some X509 certificates Node
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Thanks for your
attention! Any
question?




