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Shibboleth 2.1 available through SpringerLink since September 2008 
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Features 

•  IP authentication happens automatically on campus 

• Shibboleth comes into place outside the IP authentication for remote access 

• Authentication is performed by the IdP (Identitiy Provider), the institution 

• Authorisation is controlled by the service provider and based on user attributes 

•  International standard 

•  Improved end-user security, as users place more value in the log-in credentials  
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Benefits for Users 

•  Improved and easy access from remote locations (user mobility) 

• Users don‘t have to remember a separate username + password for accessing  
protected services – they simply use their institutional log-in (simplified access) 

• Personal data kept between user and home organization (privacy of information) 
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Benefits for Libraries 

• No need to maintain their own user database 

• Therefore, less storage / processing of personal data 

• Reduced user support requirements 
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Benefits for Publishers 

• More security in users access control 

• Minimum requirements for security measures 

• No licence fee 
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Shibboleth Compliancy at Springer 

Springer is Shibboleth compliant for 

•  IDEM Italian Federation 

• UK Federation 

• DFN German Federation 

• CRU French Federation 

• SWITCH Swiss Federation 

• SIR Spanish Federation 

Test phase: with Japanese Federation  
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Springer‘s Experience with Shibboleth 

• Easy to use! 

• Secure! 

• Users simply like it! 
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Further SpringerLink Authentication Methods 

•  IP Authentication 

Users gain access based on their computer or site‘s IP address 

• Token Authentication 

A unique code, that identifies an individual user as a member of an organization. 

• Http Referrer Authentication 

Provides access from a secure webpage. User is being identified by the originating 
URL. 

• Athens 

Primarily in the UK.  User is prompted for an Athens username and password 
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       THANK YOU! 


